NATIONAL SECURITY AGENCY 

FORT GEORGE G. MEADE. MARYLAND 20755-6000 



FOIACase: 101619B 

l:18-cv-01129 
5 JULY 2019 


ALEX ABDO 

KNIGHT FIRST AMENDMENT INSTITUTE 

COLUMBIA UNIVERSITY 

314 LOW LIBRARY 

535 WEST 116™ STREET 

NEW YORK, NY 10027 

Dear Mr, Abdo: 

This is a final response to your Freedom of Information Act (FOIA) 
request of 9 May 2017 for 

1. "All correspondence between the government and any of the individuals 
listed...relating to the prepublication review or publication of material 
intended to be or actually published in their personal capacities; 

2. All inter- and intra-agenQ' correspondence relating to the prepublication 
review or publication of material by any of the individuals listed below 
that was intended to be or actually was published by any of those 
individuals in their personal capacities; 

3. All records reflecting decisions-interim, final, and after appeal-related to 
the prepublication review of material published by any of the individuals 
listed below in their personal capacities. 

A copy of your request is enclosed. Your request has been processed 
under the FOIA and a final determination has been made for the remaining 
prepublication cases. In this instance, six documents {19 pages) are being 
provided and 37 documents (358 pages) have been denied in full. 

Some of the withheld information has been found to be currently and 
properly classified in accordeince with Executive Order 13526. The information 
meets the criteria for classification as set forth in Subparagraph (c) of Section 
1.4 and remains classified TOP SECRET or SECRET as provided in Section 1.2 
of Executive Order 13526. The information is classified because its disclosure 
could reasonably be expected to cause exceptionally grave damage to the 
national security. Because the information is currently and properly classified, 
it is exempt from disclosure pursuant to the first exemption of the FOIA (5 
U.S.C. Section 552(b)(1)). 
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In addition, this Agency is authorized by various statutes to protect 
certain information concerning its activities. We have determined that such 
information exists in these documents Accordingly, those portions are exempt 
from disclosure pursuant to the third exemption of the FOIA, which provides 
for the withholding of information specifically protected from disclosure by 
statute. The specific statutes applicable in this case Title 50 U.S. Code 3024(i); 
and Section 6, Public Law 86-36 (50 U.S. Code 3605). 

In addition, some of the information has been deleted from the 
enclosures pursuant to the fifth exemption of the FOIA (b(5)). This exemption 
applies to inter-agency or intra-agency memoranda or letters that would not be 
available by law to a party other than an agency in litigation with the agency, 
protecting information that is normally privileged in the civil discovery context, 
such as information that is part of a predecisional deliberative process, 
attorney-client privileged information or attorney-client work product. 

In addition, information regarding other individuals has been deleted 
from the enclosures in accordance with 5 U.S.C. 552 (b)(6). This exemption 
protects from disclosure information which would constitute a clearly 
unwarranted invasion of personal privacy. In balancing the public interest for 
the information you request against the privacy interests involved, we have 
determined that the privacy interests sufficiently satisfy the requirements for 
the application of the (b)(6) exemption. 

The Office of the Director of National Intelligence has asked that we 
protect information pursuant to (b)(3) statute 50 U.S.C. Section 3024(m). 

The Central Intelligence Agency has asked that we protect information 
pursuant to 5 U.S.C. 552 (b)(1), (b)(3) statutes: 

Section 6 of the Centri Intelligence Act of 1949, 50 U.S.C. Section 3507, 

Section 102A(i)(l) of the National Security Act of 1947, 50 U.S.C. 
3024(i)(l) 

as well as b(5) and b(6). 


Sincerely, 

-- 


Ends: a/s 


JOHN R. CHAPMAN 
Chief. FOIA/PA Office 
NSA Initial Denial Authority 
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{b)(3)-P.L. 86-36 


From: 

i 

1 

• • • 

• • . " • 

To: 


. • • • 

« * • 

Cc: 


ISherman David 3 Dr NSA-DJ USA CIV 



—SO-' 




Subject! 

Date: 

Attachments: 


(U) ASSESSMENT: Pf>-lS-0451, Tlaying to the Edge (Preface) by Michael Hayden [PRB 34011]" 
Tuesday, August 04, 2015 9:39:39AM . 

34011-15 Havden IBlul 15 PlavinQ to the Edoe fPrefaceVdoot > .* 


Classification: CCCni:T//riQrQf^ .•* .* / 

• • • 

GoodCBy; •' 

((J'/P©y^CU2 has r©A©Aed and detenrined the attached document fitled “P!^ng to'the Bdge (FVefece) by 
Mchael hbyden,” FP-150451 oorrtainsrodassifiedcrpfiotected^l^inScrrration. 

(LO This assessrrent is for the exact infbmiEiion siiDTritted. yvitfcU r^'ctioT to a'spedfic \mje. Any changes 
wll i«qureaneA^prepiiDlicationreviSAf, exoeptforthefbljoiMng; ’ 

• • • 

• rerncwing infbriTBtion 

• reforrTBtting 

• correcBng ^ling, syntax a oBjer gramm qtfc d inaccuaqes 

• addng information that wit not*result in any informalicn |?econing dassified a protected, either as 
a pcrton a throug^i corrRiiaion. 

• . • 

(U) Rease note, hOAe/er, that nolfiing in this assessment shoulrj be ccnstrued as veri^'ng the acojracy of the, 
infomiBtion induded. NSA'OJ2 fs not respocsdeftirfact chei^ng you docuTBnt. 


(Uff eUC^ If you reqUrefCirther darilication or assistanoe Qtease ccntaci( 



(b)(3) 

(bK 6 ) 

OGA 
. "CIA 


From: 

Sent: Tuesday, July 28, 2015 11:43 AM 

To t f 

Cc{ 


3 


Subject: Expedited QA: Referral: Prepublication Review of Nonofficial Manuscript by General Michael V. 
Hayden (PRB 34011) DUE DATE: 3 Aug 2015 


Classification: 


' AlOFORN 


Upon removal of attachment(s), this document is 
UNCLASS: 


(b)(3) 

OGA 




iniAigiifhni 


Approved £or Release by NSA on 07-05-2019, FOIA Case #101619 (Litigation) 
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(b)(3)-50 use 3024 
National Security Act of 
' ' *1947 Section 102A(i)(1) 
OGA 
CIA 

NSAColleagiies- 

Pleasc revievx’ this manuscript by lormor direcior Micliael V. Hiiyden eniiiled "Playing to the Edge (Pret'ace)" 
according to NSA standards hy COB Monday (August 3.2015). Apologies for tlie short tiiruaroimd. This 
mamiscripi will also be sent toDoD/DIA. PIcstsc note that you mil be getting a copy of Chapters 10-21 once we 
pull out the compartmeuted information that can’t be sent via JWICS. Feel free to contact me if you have any 
questions or concerns. 


Thank y ou. 


(b)(3) 

(b)(6) 

pQA 

CIA 


From ilie author. 


1 . 


My publisher wanted a fot^WOr*for*tbe bopfc ^o^due in readers where it is heading. Here you go. 
Just over 1000 words. Pretty straightforward. (b)(3) 

MVH 

CIA 


Classification: TFCPiTT/ /tlOFORM 


NSA FOIA Case 101619 0002 










Doc !D: 6672547 


Classified By: 154846 
Derived FromTT VCSSIVI 1-52 
Dated: 20' 

Declassify On: 20400801 



Classification: Gi:cni:T//r.lQrQnN 


NSA FOIA Case 101619 0003 



To 

Ccj^„„ rn. SBeflian Daviif J Dr NSA-DJ USA C 


I____ [M atecko-Conti Tammie M NSA 

From: | [ •.. 

Sent: 2014-0S-19T19:11:592 *■.. **.. 

Subject: RE: (U) NSA Pre-pub review - Gen. Hayden’s'bOok.QpUine ’ •. ^ 
smime.D7s * ‘ . * * • 


Classification: 


Good Day ^ , Jb)(3)-P 

... // 

(U) Thank you for forwarding ! f eedback re lhe*subjfect‘submission “M^iTiiScript by 

Hayden,” PP-14-0443. DJ2 will provide EISA’s re&^nse to the CIA’s Publication Ra^ey&^oard. 

. 

. ’t ..••• 

Regards.' 


L. 86-36 


Michael V. 



Subject: (U) NSA Pre-pub review - Gen. Hayden's book outline 


Classification; U^ 


Approved for Release by NSA on 07-05-2019, FCIA Case # 101619 (Litigation) 





























{U;i;6EW*fiQ&53$'tS’t of NSA's review of the fir st few draft ch apters of Gen. Hayden's planned book, I spoke with Gen. Hayden this 
morning by phone, along with NSA attorney[^_^_^ We requested several deletions or text changes in chapters 2,4, 5, and 6 
to address SIGINT classification concerns, and Gen. Hayden tigreed to all of them. 


(U//POWO) He explained that the current draft is really a set of chapter synopses that, once it receives clearance through the pre¬ 
pub process, will be shopped around to potential publishers; the full-length version*of the book, once written, will go through the 
pre-pub process again and we may need to have some more in-depth discussions surrounding the portions we discussed this 
morning at that time. *'♦. 



_(b)(3)-P.L. 86-36 


Classification: UNCLASSIFIED //PO R OFFICIAL U3C ONLY ' 


Classification: UNCLASSIFIED/T^^e^^ 


Classification; UNCLASSIFIED //FOn OFF I C I AL USE ONLY 


NSA FOIA Case 101619 0005 











Paul, 

(U) Please note the request fi'oiTi “^CR CIA, belQw.. 


Cheers 



{u//pe«©) 






From: l .• I 

Sent: Monday, May 12, 2014 2:06 PM .* • 

To: | ♦' .• f 

Cc: Matecko-conti Tammie M NsA-Ki2 iJB/iClV 

Subject; FW: (U//FpuO) RESPONSE: Hgyden Book Parti.al Draft Recei>ted for Oassification Review 



(U/ijVOUO^Please note rgJiuest from[_ 
requested. Makes sense to me. 


3elow. I responded to him that we would include him on response to CIA as 











Sent; Monday, May 12,20H 1:29 PM 


To g)oc ID: 6672549 __ 

Cc: bherman David J Dr NbA-DJ UbA ciV' 

Subject: RE: (U/^PeuP), RESPONSE: Hayden Book “Partial Draft Received for Oassification Review 

Classification: 6ECR£T//NOFQRN 


(b)(3}-P.L. 86-36 


» 

» ^ 


Wh 


en you provide CIA NSA's comments can you please,cc mfetoV situational awarenas's ^ well. Thanks 


«• 


1 


From:! 

Sent: Monday, May 12, 20H1:26 PM 
Tq! Rogers Michael S ADM NSA-D USA USN: Ledaett Richard-H Jr NSA-D USA CIV: Fleisch Frances J NSA-D.USA CIV 
Cci 


[sherman David J Dr Ng^ 


Subject: (U//P©tJ©) RESPONSE: Hayden Book.Partial Draft Received for Oassification Review 


Classification: OCCnCT/ZNOrORM 


Sir, .* .• 

• • 

(U/ /rOU 9} Our Pre-Pub Review staff has completed a preliminary review of the draft identifying information that is 
classified. We continue to wo,rk with key stakeholders (SID, TD, OGC, Security) with the goal of providing a 
comprehensive response to.CIA by the end of the week. 


(U/ /rOUQ t While we have had to juggle resources to meet a few unanticipated actions with short suspenses, we are not 

as far along as we had tropecf at this point. We anticipate meeting the 16 May deadline for response back to CIA. 

• « 


provide a summary of our findings as soon as that information becomes available. 



NSA FOIA Case 101619 0007 
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From: Rogers Michael S ADM NSA-D USA USN 
Sent: Sunday, May 11, 20M 5:13 PM 
To: Sherman David J Dr NSA-DJ USA CIV; Ledgett Richard H Jr NSA-D^tTs A Cn/; Fleisc-h Frances J NSA-D USA CIV 
Cc:[ 



Subject: RE: (U/^FOUn) Hayden Book Partial Draft Received forClassification Review 

. 

Classification . OCOnCTZ/NOronN 


Where are we on this review? 

/r, 

MSR 

ADM Michael S. Rogers, USN 
Commander, U.S. Cyber Command 
Director, NSA / Chief, CSS 
FT George G. Meade, MD 


From: Sherman David J Dr NSA-DJ USA CIV 
Sent: Monday, April 28, 2014 1:45 PM 

To; Rogers Michael 5 ADM NSA-D USA USN; Ledgett Richard H Jr NgA-D USA CIV; Fleisch Frances J NSA-D USA CIV 


NSA-502 USA CIV 

Subject: (U/ /rOUO) Hayden Book Partial Draft ReceiNSA.fBO(DbSi6edWi6IleMfl8/ 





Classification: ^DCRET//l i IOF i iiF.n 
Doc ID: 6672549 

Bv: 2 5793? 

Derived I 1 1 mi II.. 1-52 dated 20070108 

Declassify On: ~n~~fi 111 


ADM Rogers, Mr. Ledgett, Ms. Fleisch: 


-===== (b)(1) 

(b)(3)-50 use 3024{i) 

(b)(3)-P.L. 86-36 
• • (b)(5) 


(U/ /FOUO ) We have received from CIA and for classification review the initial draft of several chapters for a b’eok 

• * 

General Hayden is writing on his tenure at NSA, ODNI, and NSA. • 

■ • 

• 

(U// FOUO) I would characterize this draft as considerably mortf than an outline but also less than what would expect to 
see in a final version. A prospective author produces these f^ their agent to use in negotiations with a publisher on*a 
contract and advance. General Hayden indicated to CIA, which as his last employer is responsible for leading USG prior^ 
review of materials he proposes for publication, that he has*not yet provided the draft fp an agent. 



(UZ/P^y©) As with many other prepublication re.C'iews, this one will be coordinated with OGC, SID, and other 
stakeholders (TD and Security being two others.whose equities are involved, judging by a cursory reading). (b)(5)' 

• . 

(U/ ) tf OUO ’) Our response is due at CIA on 16 M*ay. Per standard procedure, it will be handled at t];ie working levels and 
only rise to your attention If there is an unexpected complication and matters escalate. I do not anticipate that 
outcome. 


David J. Sherman 


Associate Director for Policy and Records 

« 

National Security Agency 


Room 2A0858 











D e c l ass if y On. 20390001 


Doc ID: 6672549 

Classification: OECni:T//NOronN ' 


^S^ssified By: 

Derived From: N^^SSM 1-52 
Dated: 2^)0^108 
.. • ■ ‘ Declassify On: 203905tK. 

(b)(3)-P.L. 86-36 * 

Classification: CEGrtET//NOron W- 



Classification: eCGROTZ/NOFOn N 


^assified bJ 


Derived Fron^^KSA/CSSM 1-52 
Date3>^130930 
Declassify On: 203&S^1 


Classification: SECRET/ZMOFOnN 


NSA FOIA Case 101619 0010 




To: 

Frolic 

Sent: 

Subject: FW: (U) FOR THE RECORD - FINAL DETERMINATION: PP-15-<>441. "Miehael V. Hayden Notes", PRB 33966-15 
smime.pTs 

Classification: SLCnCTOiOrOrtN/PROPt W- 


D : 6672551 --- 

2019-04-17T11:24:34Z 


Sir, 

(U) Below is the email in question, Have a great day! 
V/R 





(b)(3)-P.L. 86-36 


V 

V 


//,//////////////////////////////////////// 
(U //FQUO) -_ 


////////////////////////////////////////// 


Prom J f .* 

Sent: Thursday, August 20, 2015 10:52 AM • • .* 

Toi l ~f 

Subject: (U) FOR THE RECORD ■ FINAL DETERMINATION; PP-y5-0*l41, "Michael V. Hayden Notes", PRB 33966-15 

Classification;- SE:cnCT//MOrQnNi'rROf>W 

. • • 

For the record •' • 


(U/ /rOUO) ADPR reviewed and determined .(he cfocument ytled "Michael V. Hayden Notes," PP-15-0441 contained 

classified or protected NSA information ineligible for publicTelease. 

* 

(U) A redacted version was created and-relea*sed to the cfequester. 


(bK3) 

(b)(6) 

OGA 

‘ciA 


fuA 'rouo t 


(U/ / S OUO) 


From 

Sent; Friday. July 24. 2D15-9:26'AM 


tcT 




herman David J Dr NSA-DJ USA CIV 

i 




Cc: l 

Subject: (U) RECEIPT: PP-15-0441, "Michael V. Hayden Notes", PRB 33966-15 



Classification: Gi:CP{i:T//NQrORN/PROP ir r 

I-NSAtOIA UselUlbiyiiOll- 

Approved for Release by NSA on 01-05-2019, FOIA Case 4 101619 (Litigation) 


Good Day: 





(U) Thank you for submitting “Michael V. Hayden Notes," for a prepublication review to be conducted in accordance 
witbJ^S/^©SSPoIicy1-30. 

(U) DJ2 acknowledges your requested suspense of 7/24/2015. 


(U) Ali correspondence should reference case number PP-15-0441. 



iiiitiiiiiiiiiiiiitiiiiiiiiiiiliiiiiiiliii 



Mr. Sherman/NSA Pre-Publication, 


Please review the attached notes byCe’neral Michael V. Hayden accordirtg to NSA standards by COB Friday, 24 July 2015. 
Apologies for the shoi1.ckie 'date. Please let me know if you have any questions or concerns. 











Classification: 


(b)(3)-P.L. 86-36 


^--^li^^ified By: 154846 
Derived FromTNSA/g^M 1-52 
Dated?^t)4SQg30 
Declassify On: 20400851 
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\b){3)-P.L. 86-36' 


(b)(3) 

(b)(6) 

OGA 


Classification: 



Good Day 

(U //rQU0 ) Please be advised that NSA has been working with_|CIA to facilitate a direct engagement 

with General Hayden. Upon completion of that exchange, NSA will provide a complete response. The goal is to 


schedule that engagement for Monday, 5/19, or Tuesday, 5/20. 


(WroUOll_concurred yesterday with NSA/DJ2 Deputy/Associate Director, Policy and Records, that the CIA 

would accept whatevercfianges are offered as a result of the engagement with General Hayden, 


(U) If you require further clarifloaiipn or assistance, please do not hesitate to contact me or any member of the 
prepublication review team. * ’ ♦. 











(U) Thank you for submitting "Manuscript by Michael V. Hayden” for prepublication review. We appreciate 
y(EWcdMigeB(5©»in safeguarding national security information. NSA/CSS Policy 1-30 allows DJ2 a maximum of 
25 business days to complete our review, but we will endeavor to process your request as quickly as possible 
to meet your deadline of 5/16/2014. Please direct any questions to this office and reference case number 
PP.14-0443. 

(U) If you require further clarification or assistance, please do not hesitate to contact me or any member of the 
prepublication review team. 

V/R 


iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii 




Please review the attached for classified. 

« 

Please reply by copvinc [to include the Publications Review Board on your response. ’ 


Thank you. 
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(b)(6) 

OGA 

CIA 


(b»(3)-50 use 3024 National Security Act 
of 1947 Section 102A(i)(l) 

OGA 

CIA 


Classification: UNCLASSIFIED/ /rOn OmC I AL USE ONLY 


^^sified By; 248535 
Derived FroiriTt^S^/CSSM 1-52 

08 

Declassify On: 203^ 


Classification : CONF I DENT I AU/NOrORM/PROP I N 
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From: 

Sent * ^VI'T'W'V~^r I ' • 

Subject: (U) FINAL DETERMINATION: PP-14-0443, ‘Manuscript by Michael V. Hayden" - (PRB 29832-14) 



smime.D7s 


{b)(3) 

{b)(6) 

OGA 

CIA 



•• 



(U//P OU 0 ) DJ2 has reviewed and determined the docurhent titled. “Manuscript byf Michael V. Hayden,” PP-14-0443 
requires no further action based on the direct engagement and discussion between the NSA representatives and 
General Mayden. NSA's SIGINT classification concerns were addressed for either deletion of text changes and General 
Hayden agreed to all of them, . • * • 


(U) This assessment is for the exact.mformation submitted. Any changes will require a new prepublication 
review, except for the following: 

♦ * • ♦ 

• removing information 

• reformatting . • * • 

• making spelling, syntax or other grammatical changes •* 

* ¥ • 


(U) If you require further clarification or assistance, please diJ not.hesitate to contact me or any member of the 
prepublicatioij review team. 
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Classification: 


Good Day: 

(U) Thank you for submitting "Manuscript by Michael V- Hayden” for prepublication review. We appreciate 
your diligence in safeguarding national security information. NSA/CSS Policy 1-30 allows DJ2 a maximum of 
25 business days to complete our review, but we will endeavor to process your request as quickly as possible 
to meet your deadline of 5/16/2014. Please direct any questions to this office and reference case number 
PP.14-0443. 

(U) If you require further clarification or assistance, please do not hesitate to contact me or any member of the 
prepublication review team. 


V/R 

(b)(3) 

(bK6) 

llllllllllllllllllllllllllllllllllllllllll OGA 



Classification: 



NSA colleagues- 


Please review the attached for classified. 


(b) (3)-50 use 3024 National Security Act of 
1947 Section 102A(i)(1) 

OGA 


(bX3) 

_(bX3)-50 use 3024 National Security Act of 1947 Section 102A(i)(1) 
OGA 

CIA (b)(3) • 

(b)(3) {b)(5) 


Please reoh 


b include the Publications Review Board on youf response. 


Thank you. 



From the author:_NSA FOIA Case 101619 0018 















